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HIPAA  History  

Legislators originally proposed HIPAA in 1996 as a means of addressing the concerns regarding 
the privacy and security of patient healthcare information and risks. Since then, the Act has 
expanded into an act of legislation. Broadly, HIPAA governs health insurance fraud and tax 
provisions for medical savings accounts and ensures acceptance of workers with pre-existing 
conditions. In the two decades since its creation, HIPAA has also been responsible for 
encouraging the healthcare industry to computerize paper records. This led to concerns over 
unauthorized disclosures of “Protected Health Information” (PHI). In response to these 
potential threats, HIPAA has been updated with new privacy and security regulations, most 
recently in 2013. The Final Omnibus Rule was enacted within HIPAA in 2013. This introduced 
new guidelines on how PHI must be accessed and communicated in a medical-related 
environment. The revised Act gives patients further rights to know and control how their health 
information is used. It also extends the controls on HIPAA-covered entities and Business 
Associates to how patient information is accessed and communicated.  
 
 
Simplified HIPAA Overview  

There has been some debate as to what constitutes 
as PHI. To the right, there is a list of eighteen so-
called “personal identifiers”. Any one of these items 
could be used to identify which patient is connected 
to the PHI. If an unauthorized individual gets access 
to any of these identifiers, then the integrity of the 
patient’s medical history or payment history is 
compromised.  

Who must comply with HIPAA?  

Unless unique circumstances apply, all health plans, 
health care clearinghouses, health care providers 
and endorsed sponsors of the Medicare prescription 
drug discount card are “HIPAA Covered Entities” 
under the Act. These entities regularly handle 
Protected Health Information and must take care to 
comply with HIPAA. “Business Associates” are also 
covered by HIPAA. These are entities who do not create, receive, maintain or transmit 
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Protected Health Information in their primary occupation, but who provide third party services 
and activities for Covered Entities during which they will encounter PHI.  Clarity is needed when 
considering self-insured single employer group health plans and employers who act as 
intermediaries between employees and health care providers. HIPAA states employers are not 
Covered Entities unless the nature of their business falls within the criteria to be a Covered 
Entity.   

HIPAA and Patients  

The goal of HIPAA is for patient’s healthcare information to be treated more sensitively and to 
be readily accessed by their healthcare providers. Electronically stored health information is far 
more secure than paper records, and healthcare organizations that have implemented 
mechanisms to comply with HIPAA regulations are witnessing an improved efficiency.  

                                   Key points Patients Should Know:  

 You have the right to request their medical records whenever you like.  

 You have the right to request an amend their medical records when appropriate.  

 You have the right to limit who has access to your personal health information.  

 You have the right to choose how healthcare providers communicate with you.  

 You also have the right to complain about the unauthorized disclosure of your PHI.  

What happens with HIPAA Violations? 

The Office for Civil Rights (OCR) conducts audits on HIPAA-covered entities to ensure they 
comply with the regulations. When avoidable breaches of ePHI are discovered, the OCR has the 
authority to impose financial penalties and bring criminal charges against the negligent entity. 
Unless the patient has suffered a physical or financial harm due to the unauthorized disclosure 
of their PHI, they will not be able to bring a civil action against the negligent party. However, 
Covered Entities and Business Associates who violate HIPAA for personal gain, false presences 
or other personal gain will have criminal penalties imposed upon them by the Office for Civil 
Rights that could result in up to ten years´ imprisonment.. The Office for Civil Rights has the 
authority to impose fines on Covered Entities and Business Associates for breaches of PHI 
unless the offending party. 6Under the penalty structure introduced by HITECH, violations can 
result in fines up to $1.5 million being issued by the OCR. Furthermore, lawsuits can be filed by 
Attorney Generals. The employees of Covered Entities and Business Associates are required to 
know HIPAA legislation far more thoroughly than patients. Ignorance of HIPAA is not deemed 
an excuse if a breach were to occur. 
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